FNSR Security Update — Multi Factor Authentication

What is changing?

Multi-Factor Authentication (MFA) will now be required to sign in to FNSR. Users must
download the Microsoft Authenticator app on their mobile device and scan a QR code to
set up their account and use one-time passcodes.

Authenticationin FNSR

Step 1: After signing in, the user will be prompted to scan the QR code using the Microsoft
Authenticator app.

Two-Factor Authentication.

Select Two-Factor Authentication Provider: | Authenticator v Submit

Step 2: After scanning the QR code, the user will see the FNSR account appearin the
Microsoft Authenticator app. They can then use the one-time passcode and click the Verify
& Enable button.

Two-Factor Authentication.

Setup FNSR in your Authenticator App

Scan this QR code in your Microsoft Authenticator app:

Or enter this code manually:

Enter code from app to confirm:

Verify & Enable



Step 3: The user will be asked to enter the code one more time. After setup, future login
attempts will allow the user to authenticate through the Microsoft Authenticator app.

Two-Factor Authentication.

Enter Authenticator Code

Enter code from your Authenticator app:

I [JRemember this browser

Verify

Alternative Login Method:
Users may also choose to sign in using the Email Code option.

Two-Factor Authentication.

Select Two-Factor Authentication Provider: | Email Code | Submit

Two-Factor Authentication.

Enter verification code

Code:

] Remember Browser



